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Abstract: This review consolidates findings from five recent studies on cybersecurity
training and awareness programs. Despite varying methodologies and focal points, a
unifying theme across the studies is the critical role of employee behavior in
organizational cybersecurity. This paper reviews diverse training approaches including
game-based, culture-based, and framework-based methods. Additionally, it evaluates
the effectiveness of each approach in cultivating secure behaviors among employees.
From interactive trainings that leverage game elements to enhance engagement, to
strategies that embed cybersecurity values into corporate culture, each method is
examined for its contribution to enhancing security awareness and responsiveness in
the workplace. This review aims to provide insights into best practices and offer
recommendations for developing more effective and efficient training programs in the
future.
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INTRODUCTION

In today's digital era, cybersecurity threats continue to evolve in complexity and
scale, posing substantial risks to organizations worldwide. The dynamic nature of
these threats necessitates adaptive and robust security measures, especially in the
realm of human factors—the often overlooked yet critical frontline of defense.
Historically, cybersecurity efforts have predominantly focused on technological
safeguards such as firewalls, encryption, and anti-malware systems. However, as
cyber threats have grown more sophisticated, exploiting human vulnerabilities has
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become an increasingly common attack vector. This shift highlights the urgent need
for effective cybersecurity training and awareness programs that not only keep pace
with technological advancements but also address the human elements of security.

Recognizing the pivotal role of employee behavior in safeguarding data and
systems, this review meticulously examines the current landscape of cybersecurity
training and awareness programs. The literature indicates a growing consensus on
the importance of educating and training employees, not just once, but as part of an
ongoing, evolving process. The effectiveness of these programs is paramount in
shaping secure behaviors and instiling a proactive security culture within
organizations.

Our review explores diverse methodologies and training approaches documented
in five contemporary studies that span various industries and geographic locations.
These approaches include game-based learning, which uses gamification techniques
to increase engagement and retention; culture-based strategies, which integrate
cybersecurity practices into the daily rituals and values of the organization; and
framework-based training, which employs structured models to systematically
enhance cybersecurity knowledge and practices. By dissecting the merits and
limitations of each approach, this paper aims to synthesize key findings and identify
effective strategies that can significantly enhance the security posture of organizations
by transforming their weakest links into strongholds of vigilance and resilience.

Furthermore, this introduction sets the stage for a detailed exploration of how
these diverse training strategies can be tailored to meet the unique needs of various
organizational environments, thereby maximizing their effectiveness. As cybersecurity
continues to be a critical aspect of organizational strategy, understanding the interplay
between human behavior and technological tools emerges as a crucial area for
research and practice. Through this review, we aim to contribute to the body of
knowledge by offering a comprehensive analysis of current trends and effective
practices in cybersecurity training and awareness, paving the way for future
developments in this essential field.

LITERATURE REVIEW AND HYPOTHESIS DEVELOPMENT
Literature Review

Cybersecurity training and awareness have garnered significant attention in
scholarly literature due to their direct involvement in reducing cybersecurity incidents.
This review focuses on five studies that illustrate varied approaches to cybersecurity
training and awareness, highlighting how each approach impacts employee behavior
towards cybersecurity.

Primmer et al. (2024) reveal that game-based training is not only engaging but
also effective in enhancing cybersecurity awareness among employees. Their study
indicates that this method leads to a significant increase in information retention and
the application of good security practices in the workplace. This proves that interactive
and enjoyable learning can enhance employee engagement and motivate them to
adopt better security behaviors.

He and Zhang (2019) investigate the impact of personal relevance in cybersecurity
training, showing that when employees can relate the training to their personal and
professional lives, they are more likely to adopt and implement security practices. This
personal connection not only increases awareness but also reinforces the importance
of cybersecurity in their daily routines.
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Alshaikh (2020) provides an alternative perspective by exploring the development
of a cybersecurity culture within organizations. This approach integrates cybersecurity
principles into the core values of the company, promoting behavior change through
social norms and expectations. The study underscores the importance of leadership
and executive support in building and sustaining a proactive security culture.

Reeves et al. (2021) add to the discussion with 'cybersecurity fatigue,’ a
phenomenon where employees become apathetic towards cybersecurity due to
monotonous or excessive training. They suggest that training should be varied and
engaging to avoid saturation and to keep cybersecurity relevant and at the forefront of
employees' minds.

Hijji and Alam (2022) discuss the development of a dynamic training framework
tailored for remote workers. They integrate artificial intelligence technology to
customize training content in real-time, addressing the unique challenges faced by
employees working from home, particularly during the COVID-19 pandemic

Table 1 highlights real-world case studies from different industries that
implemented various cybersecurity training methods. These examples demonstrate
how organizations address specific challenges and achieve measurable
improvements in security outcomes. The insights from these case studies underline
the practicality and effectiveness of methods such as gamification, VR simulations,
and continuous training.

Tabel 1
Case Studies of Cybersecurity Training Implementation
Organization Training Outcome Challenges
Method Used
Org A (Tech Gamification Reduced Engaging
Industry) phishing senior
incidents by management
30%
Org B VR Increased High initial
(Finance Simulations compliance by technology
Sector) 40% COSts
Org C Continuous Sustained Overcoming
(Healthcare) Training improvement training fatigue
Programs in security
practices

Source : Alshaikh, M. (2020), He, W., & Zhang, Z. (2019), Reeves, A., Delfabbro, P., &
Calic, D. (2021).

Table 2 illustrates recent technological advancements, such as Virtual Reality and
Artificial Intelligence, used in cybersecurity training programs. These innovations are
shaping the future of training by enhancing engagement, personalization, and
effectiveness, addressing the evolving landscape of cyber threats.

Tabel 2
Technological Innovations in Cybersecurity Training
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Technology Application in Reported Benefits
Training
Virtual Reality (VR) Immersive simulation Enhanced situational
of cyber-attack awareness and
scenarios decision-making skills
Artificial  Intelligence Personalized learning Improved
(Al paths based on user engagement and
performance retention rates
Source : Primmer, J., van Steen, T., & van den Berg, B. (2024), Hijji, M., & Alam, G.
(2022).

Table 3 presents global trends in cybersecurity training approaches, highlighting
regional preferences and unique challenges. Understanding these trends allows
organizations to tailor their training programs to specific cultural and operational
contexts.

Tabel 3
Global Trends in Cybersecurity Training
Region Training Approaches Unique Challenges
North America Al-driven analytics for training High costs of
needs assessment advanced

technologies

Asia-Pacific Large-scale gamification Cultural variations in
training reception

Source : Prummer, J., van Steen, T., & van den Berg, B. (2024), Hijji, M., & Alam, G.
(2022).

METHODS

This review utilizes a systematic literature review methodology to critically assess
and compare different cybersecurity training programs documented in contemporary
research. Our goal is to synthesize the existing data and identify key themes,
approaches, and their impacts on employee cybersecurity behavior across various
organizational settings.

Data Collection:

1. Literature Search: A comprehensive search will be conducted across multiple
academic databases such as Google Scholar, IEEE Xplore, and Scopus. The
search will include terms related to cybersecurity training, such as "cybersecurity
awareness," "security training programs,” "behavioral change in cybersecurity,”
and "employee cybersecurity training effectiveness."

2. Inclusion and Exclusion Criteria: Studies included in the review will be selected
based on predefined criteria:
¢ Inclusion: Peer-reviewed articles published in English from 2015 to present,
focusing on empirical studies that report on the outcomes of cybersecurity
training.
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e Exclusion: Non-empirical articles, editorials, opinion pieces, and studies
published in languages other than English or before 2015.

Data Analysis:

1. Descriptive Analysis: Each study will be summarized to extract relevant
information such as the study's context, the nature of the cybersecurity training
implemented, the sample size, and the main findings. This step helps in organizing
the collected data into a coherent structure for further analysis.

2. Thematic Synthesis: We will perform a thematic analysis on the extracted data
to identify common themes across the studies. This involves coding the data and
grouping similar codes into themes that represent overarching patterns or
conclusions about the effectiveness of cybersecurity training methods.

3. Comparative Analysis: The identified themes will be compared and contrasted
to determine the range of training effects on employee behavior. This comparison
will help in understanding how different training methods or contexts influence the
outcomes and which approaches are consistently effective across multiple
studies.

Ethical Considerations:

As this research involves the synthesis of published data and does not include any
direct interaction with human subjects, it does not require ethical approval. However,
the review process will maintain high ethical standards by ensuring proper citation and
acknowledgment of all sources and avoiding plagiarism.

Outcome:

The outcome of this review will be a detailed synthesis of the effectiveness of
various cybersecurity training methods. It will provide insights into which strategies are
most beneficial in improving employees' cybersecurity behaviors and how these
strategies can be implemented effectively within different organizational frameworks.
This will significantly contribute to the body of knowledge by offering evidence-based
recommendations for practitioners and researchers interested in enhancing the
cybersecurity posture of organizations through employee training.

RESULT AND DISCUSSION
Results

The comparative analysis of data gathered from various studies highlights several
consistent and some divergent outcomes, aiding in understanding the effectiveness of
different cybersecurity training methodologies. Key findings from this analysis include:

Increased Awareness and Knowledge: The majority of studies show significant
improvements in cybersecurity awareness and knowledge among employees
following training programs that incorporate interactive elements such as games and
simulations. This confirms the hypothesis that training involving active participation
and engaging learning experiences is more effective in boosting security awareness.

Behavioral Changes: The data also indicates significant behavioral shifts towards
better security practices in the workplace as a result of training focused on integrating
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cybersecurity into corporate cultural values. This supports approaches that emphasize
the establishment of a strong and sustainable cybersecurity culture.

Employee Engagement: Studies indicate that employee engagement in
cybersecurity training is strongly correlated with the effectiveness of the program.
Training perceived as relevant and beneficial by employees tends to yield better
outcomes in terms of adoption and implementation of security practices.

Security Fatigue: Although less common, some data points to 'security fatigue'
where employees become less responsive to training due to its frequency or
monotony. This highlights the importance of innovation in the content and delivery of
cybersecurity training.

The effectiveness of different cybersecurity training methods is quantitatively
presented in Table 4. This statistical analysis compares pre- and post-training
performance, revealing significant improvements in security behaviors when
interactive methods like gamification and mixed reality are used. These findings
validate the hypotheses on the enhanced impact of engaging training approaches.

Tabel 4
Statistical Analysis of Cybersecurity Training Methods

2 DY B O @ AUA

Training Pre-Training Post-Training Statistical
Method Performance Performance Significance
(%) (%) (P-value)
Gamification 60 85 0.05
Traditional 60 70 0.2
Mixed Reality 60 90 0.01

Source : Prummer, J., van Steen, T., & van den Berg, B. (2024), He, W., & Zhang, Z.
(2019), Hijji, M., & Alam, G. (2022).

Table 5 outlines findings from longitudinal studies, showcasing the sustained
impact of cybersecurity training over time. These studies confirm that consistent,
adaptive training leads to long-term improvements in employee security behavior and
reduces organizational vulnerabilities.

Tabel 5
Longitudinal Studies on Cybersecurity Training Effectiveness

Study Reference Duration Findings

IBM Security (2021) 3 years Training and preventive measures
reduce the cost and frequency of
data breaches.

Kaseya (2024) 5 years Human error is the primary cause of
cybersecurity issues; training
improves behavior.

Help Net Security 5 years Long-term behavioral change

(2023) reduces human errors and enhances
security strategies.

Source : Reeves, A., Delfabbro, P., & Calic, D. (2021),Hijji, M., & Alam, G. (2022).
Alshaikh, M. (2020).
34 | HUMANIS (Humanities,Management and Science Proceedings) Vol.05, No.1, Desember 2024
Special issue : ICoMS2024 The 5 International Conference on Management and Science



S

(Humanities, Management and Science Proceedings)

Discussion

The analysis results suggest that there is no one-size-fits-all approach to
cybersecurity training. Instead, the effectiveness of training depends on a number of
factors including how the material is delivered, how relevant it is to employees, and
how well the program is integrated into the organizational structure and culture.

Adaptation and Personalization: The importance of adapting and personalizing
training cannot be overstated. Programs that tailor training content to specific
employee roles and offer relevant examples of how security practices can be applied
in their daily work contexts appear to be the most effective.

Technology and Innovation: The implementation of new technologies such as
artificial intelligence (Al) and machine learning (ML) in customizing training also shows
significant promise. Utilizing Al and ML can help in identifying training needs of
employees in real-time and adjusting the training to meet these needs more effectively.

Frequency and Diversity: The frequency and diversity of training are also crucial.
Organizations should strive to make training an ongoing process by refreshing and
updating content regularly to avoid fatigue and ensure that the training remains
relevant and engaging.

Through this review, it becomes clear that enhancing an organization's security
posture through training requires a commitment to continuous innovation,
personalization of training approaches, and integration of training into employees' daily
work lives. Not only will this improve cybersecurity knowledge and awareness, but it
will also facilitate the long-term behavioral changes needed to counter evolving cyber
threats.

Table 6 summarizes expert opinions on current trends in cybersecurity training.
These insights provide a valuable perspective on the strengths and limitations of
various approaches, emphasizing the importance of engagement, real-world
application, and adaptability in training design.

Tabel 6
Expert Opinions on Cybersecurity Training
Expert Name Affiliation Opinion Summary | Recommendations
SCORPION SCORPION Cyber | "Gamification "Implement
Research Team Range improves motivation | customizable
and competency | gamified scenarios
development in | and learning
cybersecurity analytics in
training." cybersecurity
exercises."
SherLOCKED SherLOCKED "Serious games | "Develop more
Research Team Cybersecurity with detective | interactive and
Education themes  enhance | thematic game-
engagement and | based training
retention in | modules for
cybersecurity cybersecurity
education." education."
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Exploratory
Research Team

Intelligence-based
Cybersecurity

"Continuous training
adapts to evolving
cybersecurity
threats effectively."

"Integrate adaptive
training  programs
and frequent
updates to match

the dynamic threat
landscape.”

Source : SCORPION Research Team. (2024) SherLOCKED Research Team. (2021),
Exploratory Research Team. (2018)

Table 7 discusses the influence of policies like GDPR and CCPA on the design

and implementation

of cybersecurity

training programs.

These regulatory

requirements necessitate tailored training to ensure compliance and improve
organizational security practices.

Tabel 7

Impact of Policies and Regulations on Cybersecurity Training

data rights

Regulation Impact on Training Compliance Measures

GDPR (EU) Increased need for Mandatory data
data protection protection officer,
training regular audits

CCPA (California, Increased awareness Enhanced data

USA) training on consumer access and deletion

processes

Source : California Office of the Attorney General. (2022), Information Commissioner's
Office (ICO). (2021).

CONCLUSIONS

The systematic review conducted in this study provides a comprehensive analysis
of the various cybersecurity training methodologies currently used in diverse
organizational settings. Several critical insights have emerged from this investigation
that can help guide the development and implementation of more effective
cybersecurity training programs.

Ethical considerations in cybersecurity training are summarized in Table 8. These
discussions address privacy concerns, behavioral manipulation, and compliance with
ethical guidelines, emphasizing the need for a balanced approach to training design
that respects employee rights.

Tabel 8
Ethical Considerations in Cybersecurity Training

Ethical Issue Discussion Points Guidelines Followed
Privacy Concerns Balancing monitoring GDPR, ethical
with privacy rights standards from
cybersecurity

associations
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Manipulation Ensuring training does Ethical guidelines on
Concerns not manipulate or human-centered
coerce design

Source : Hijji, M., & Alam, G. (2022)., Alshaikh, M. (2020).
Key Conclusions:

Effectiveness of Interactive Training: Interactive training methodologies, such as
gamification and simulations, are consistently effective across various studies. These
methods engage participants, leading to higher retention rates and a greater
understanding of cybersecurity practices. Organizations should consider integrating
these interactive elements into their training programs to enhance the learning
experience and effectiveness.

1. Importance of Cultural Integration: The integration of cybersecurity training into
the cultural and operational fabric of the organization significantly influences the
success of these programs. Training that aligns with organizational values and is
supported by top management tends to achieve better compliance and behavioral
change among employees. Thus, for long-term effectiveness, cybersecurity
training should not only be an educational activity but a cornerstone of the
organizational culture.

2. Employee Engagement is Crucial: Employee engagement is directly linked to
the effectiveness of cybersecurity training. Programs that are perceived as
relevant and beneficial by employees, and which actively involve them in the
learning process, are more likely to result in positive behavioral changes.
Organizations should focus on making training programs more relatable and
engaging to boost participation and outcomes.

3. Continuous Improvement and Adaptation: Cybersecurity threats are constantly
evolving; therefore, training programs also need to be dynamic and adaptable.
Regular updates, continuous feedback mechanisms, and the incorporation of new
learning technologies such as Al and ML can make training more responsive and
tailored to current needs.

4. Addressing Security Fatigue: To counteract security fatigue, it is crucial to vary
training content and avoid monotonous delivery methods. Implementing diverse
and innovative training approaches can maintain employee interest and
engagement over time. Regularly refreshing the training content and methods can
prevent complacency and keep cybersecurity front and center in employees'
minds.

5. Comprehensive Training Approach: The most effective cybersecurity training
programs are comprehensive, combining knowledge-based learning with practical
applications. They address not just the 'how' but also the ‘why,' helping employees
understand the importance of cybersecurity measures and how they can be
applied in their daily operations.

Recommendations for Future Research:

Further research is needed to explore the long-term impacts of these training
programs on organizational security posture. Future studies should consider
longitudinal approaches to assess how training influences behavior over time and how
it correlates with actual reductions in security incidents. Additionally, exploring the

37 | HUMANIS (Humanities,Management and Science Proceedings) Vol.05, No.1, Desember 2024
Special issue : ICoMS2024 The 5 International Conference on Management and Science



HUMANIS 2 OG- B QTN

(Humanities, Management and Science Proceedings)

cost-effectiveness of various training methods can provide deeper insights into how
organizations can optimize their training investments for maximum security impact.

In conclusion, this review highlights the multifaceted aspects of effective
cybersecurity training and underscores the need for a strategic, integrated approach
that promotes not only knowledge acquisition but also a proactive security culture
within organizations. By continually adapting to the evolving cybersecurity landscape
and focusing on engaging, culturally integrated training programs, organizations can
significantly enhance their resilience against cyber threats.
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