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Abstract. The Rapid Growth Of Mobile Banking Services In Indonesia Has Provided Unprecedented
Convenience for financial transactions, yet it has also increased users’ exposure to cybersecurity
threats. One of the most critical vulnerabilities is the use of Short Message Service-based One-Time
Passwords (SMS OTP), which remain susceptible to interception and manipulation through Fake
Base Transceiver Station (Fake BTS) or IMSI Catcher attacks. This study aims to provide an in-
depth analysis of SMS OTP vulnerabilities and the risks posed by Fake BTS attacks within the
context of mobile banking security, while also examining their impact on user trust and behavioral
intention. The analysis explores attack mechanisms, potential exploitation paths, and implications
for the integrity of financial transactions. Additionally, this research evaluates mitigation strategies,
including multifactor authentication, biometric verification, end-to-end encryption, and the integration
of artificial intelligence for threat detection. The findings indicate that SMS OTP has a high level of
vulnerability due to weak protection within cellular networks, enabling attackers to intercept
authentication codes and gain unauthorized access to user accounts. Furthermore, low
cybersecurity awareness and high exposure to social engineering attacks amplify the risks faced by
users. This study highlights the urgent need to strengthen mobile banking security architectures
through technical enhancements, user education, and more adaptive regulatory frameworks. The
results are expected to serve as a reference for users, financial institutions, and regulators in
improving the resilience of digital banking security in Indonesia.

Keywords: SMS OTP; Fake BTS; Mobile Banking,; Cybersecurity; Multi-Factor Authentication;
IMSI Catcher; Encryption; Artificial Intelligence; Digital Security Risk.

INTRODUCTION

The rapid development of digital technology has driven the massive adoption of mobile
banking services in Indonesia, offering unprecedented ease in financial transactions.
However, this increased accessibility through digital platforms also inherently raises the risk
of cyberattacks that can threaten data integrity and customer trust (Sonita, 2023). One
common authentication method, namely the One-Time Password via SMS (SMS OTP),

466] HUMANIS (Humanities, Management and Science Proceedings) Vol. 06, No.1, December 2025

Special issue: HUMANIS 2025 The Application Of Artificial Intelligence To Develop Digital Transformation In Operational Management


mailto:andi.hakim.pbm@gmail.com
mailto:m.febryand@gmail.com
mailto:mrizalhaji@gmail.com
http://www.openjournal.unpam.ac.id/index.php/SNH

HUMANIS *O%H0

v/ UMT A
(Humanities; Management: ‘and /Science :Proceedings) « |

despite its popularity, has significant vulnerabilities that can be exploited through man-in-the-
middle attacks, particularly by leveraging Fake Base Transceiver Station (Fake BTS)
technology (Raharja & Ashari, 2021). Therefore, this research aims to deeply analyze the
vulnerability of SMS OTP and the risks posed by Fake BTS attacks in the context of
cybersecurity for mobile banking users in Indonesia (Oyewole et al., 2024). This study will
examine the mechanism of exploiting these vulnerabilities and their implications for the
security of digital transactions, while also exploring effective mitigation strategies to protect
users from evolving cyber threats (Khan et al., 2023). This analysis is crucial given the high
adoption of digital banking by Generation Z in Indonesia, who are increasingly reliant on digital
banking services post-COVID-19 (Nurahmasari et al., 2023). This necessitates a more robust
and adaptive cybersecurity framework to cope with constantly developing threats (Azis &
Santiago, 2024). The increasingly complex and diverse cyber threats demand that financial
institutions adopt a proactive approach in safeguarding their systems and data (Vu et al.,
2025).

A Kaspersky Lab report in the second quarter of 2019 indicated that 28.5% of internet users
in Indonesia were attacked by web-based threats, underscoring the urgency of strengthening
cybersecurity amidst high internet penetration (Hilmi et al., 2020). This increased risk
emphasizes the urgent need to evaluate the vulnerabilities of digital banking applications,
identify cyber threats, and recommend effective countermeasures (Falade & Ogundele, 2023).
Furthermore, the development of the digital ecosystem in Indonesia is also influenced by the
rapid penetration of mobile devices and the public's increasing habit of conducting financial
activities online. The digital transformation of the banking sector is also driven by the need for
operational efficiency, competitive demands, and the desire of financial institutions to offer
faster and more practical services to customers. However, rapid digitalization is not always
accompanied by adequate security infrastructure readiness. Many banking institutions still rely
on traditional authentication systems, including SMS-based OTP, because it is considered
easy to implement, cheap, and familiar to users. Yet, the reliability of this security standard
has long been questioned in various countries due to the non-encrypted nature of SMS and
its easy interception by third parties using specific devices. On the other hand, attacking
technologies such as Fake BTS or IMSI Catchers are becoming easier to obtain and use,
thereby increasing the risk of exploitation. These attacks target not only individuals with high-
risk profiles but also general users who lack a deep understanding of digital security. This
situation is aggravated by limited requlation and oversight of illegal telecommunication
devices, as well as the inconsistent implementation of safer authentication like push
notification-based OTP, cryptographic tokens, or device-binding authentication systems.
Customers' high reliance on SMS OTP makes Indonesia a vulnerable market to modern attack
techniques, especially when attackers can combine social engineering, telecommunication
spoofing, and cellular network manipulation.

This phenomenon not only affects individual vulnerability but also poses a systemic risk to
the stability of digital banking services. Every security incident exposed publicly has the
potential to reduce customer trust, hinder digital innovation, and cause financial and
reputational losses for financial institutions. Therefore, it is important to conduct a
comprehensive study on SMS OTP vulnerabilities and the mechanism of Fake BTS attacks,
not only from a technical standpoint but also from the perspective of user behavior, institutional
readiness, and regulatory effectiveness. This research is expected to make a significant
contribution to building a more holistic understanding of mobile banking security threats, while
also serving as a basis for developing more adaptive and sustainable cyber defense
strategies.

LITERATURE REVIEW

Vulnerability of SMS OTP in Digital Banking Systems
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One-Time Password (OTP) based on SMS has become one of the most common
authentication methods used in mobile banking. However, a number of studies indicate that
this method has fundamental weaknesses. According to Sudarsono et al. (2022), SMS OTP
is designed to enhance security through a unique one-session code, yet this model remains
vulnerable to message interception. Raharja & Ashari (2021) affirm that SMS OTP can be
easily exploited through man-in-the-middle attacks, especially when the cellular network
lacks strong encryption. Another study by Kurniawan & Kelly (2024) found that concerns
about SMS OTP security contribute to low customer trust in mobile banking. Threats such
as SIM Swapping, phishing, and social engineering also increase the risk of OTP
compromise (Khan et al., 2023). Hilmi et al. (2020) indicated that OTP systems require
additional layers of protection such as SMS encryption or modification of the verification
mechanism to withstand digital eavesdropping. With the increasing attacks and exploitation
of SMS OTP, much research proposes a shift towards stronger authentication mechanisms,
such as multifactor authentication, biometrics, and the use of encrypted QR codes (Khan et
al., 2022; Elisa & Zulinda, 2025).

Fake BTS / IMSI Catcher Attacks and the Threat of Interception

A Fake Base Transceiver Station (Fake BTS) or IMSI Catcher is a device that mimics a
legitimate cellular tower and forces a user's phone to connect to the fake station. Ali et al.
(2020) describe Fake BTS as a man-in-the-middle attack scheme capable of intercepting
messages, including SMS OTP. Sonita (2023) asserts that Fake BTS attacks pose a serious
threat to the security of mobile banking transactions because attackers can directly access
the OTP without having to hack the user's device. Pasandi & Parastar (2024) also mention
that vulnerability occurs in the initial connection phase before 5G security protocols are
active, making user devices susceptible to data capture. Salam & Putri (2023) explain that
the lack of end-to-end encryption in the cellular communication path makes interception
easier to perform with an IMSI Catcher tool. Major data breach incidents, such as the case
of Bank Syariah Indonesia, which was successfully hacked and lost tens of millions of
customer data (Nikmah et al., 2025), demonstrate that techniques like Fake BTS must be a
primary focus in strengthening digital banking security.

Mobile Banking Security and Cybersecurity Risks

The use of mobile banking continues to increase significantly in Indonesia, but this also
brings increasingly complex cybersecurity risks. Falade & Ogundele (2023) show that mobile
banking applications contain numerous points of vulnerability, such as inadequate
encryption, weak session management, and insecure APIs. Waliullah et al. (2025) identified
common threats like phishing, malware, credential stuffing, and digital financial fraud. The
massive shift to digital services post-pandemic expands the attack surface (Riasat et al.,
2025). Cele & Kwenda (2024) found that cyber risk directly reduces the rate of digital banking
adoption, especially if users feel that the technology used is not sufficiently secure. The
research by Iskandar et al. (2020) and Nurahmasari et al. (2023) indicates that perceived
trust and perceived risk are strong determinants in the intention to adopt mobile banking in
Indonesia.

The Role of Al, Machine Learning, Blockchain, and Encryption Technology

Many studies state that cutting-edge technologies like artificial intelligence (Al) and
machine learning have the potential to significantly enhance cyber defense. Bermeo-Aucay et
al. (2025) and Oloyede (2024) argue that Al is capable of detecting anomaly patterns that are
invisible to traditional methods. Patricia et al. (2025) explain that Al accelerates detection time
and reduces errors in threat identification. In the context of mobile banking, Asmar & Tugan
(2024) highlight the use of machine learning for real-time transaction monitoring. Blockchain
technology also offers an immutable ledger, which can be used as a strong audit basis to
combat fraud (Odeyemi et al., 2024). Encryption technologies like SSL/TLS applied to QRIS
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enhance user data security and reduce the risk of communication interception (Elisa & Zulinda,
2025).

User Factors, Cyber Education, and Risk Perception

In addition to technical aspects, user behavior is a critical factor in mobile banking
vulnerability. Apaua & Lallie (2022) emphasize that users' security perception is highly
influenced by the ease of use of the application and the ability to understand digital threats.
Rahmayanti et al. (2021) found that younger generations are more likely to ignore security
risks due to factors of convenience and speed. Kurniawan & Kelly (2024) and Saparudin et al.
(2020) assert that digital trust is built through a combination of security education, bank
reputation, and the quality of protection features. Hamsin et al. (2023) add that low cyber
security literacy in Indonesia makes users easily fall victim to social engineering, including
OTP fraud and phishing.

Research Aims and Benefits

The main objective of this research is to deeply analyze the vulnerability of the SMS OTP
system and the potential for Fake BTS attacks as a serious threat to mobile banking security
in Indonesia, and to formulate effective mitigation strategies. The study will also identify the
factors that influence users' behavioral intention toward mobile banking adoption, focusing on
security variables and perceived risk, and their impact on consumer trust (Kurniawan & Kelly,
2024) (Iskandar et al., 2020). The benefits of this research will also include identifying the
factors that encourage or hinder m-banking adoption in Indonesia, considering the unique
characteristics of the user demographic (Danh & Dang, 2021). Specifically, it will investigate
how age, gender, income, education level, and user experience moderate the perceived
security of m-banking applications and impact the adoption rate (Apaua & Lallie, 2022).

This analysis is expected to provide insights into the user segments most vulnerable to
cyber security risks and inform the development of more targeted security policies and features
(Sonita, 2023). The research will also evaluate the implementation of adaptive and responsive
cyber security systems to new threats in protecting digital transactions (Sonita, 2023), while
reviewing the effectiveness of security devices such as multifactor and biometric
authentication in improving cyber resilience (Riasat et al., 2025).

METHODS

This research utilizes a mixed-methods approach with an explanatory design, combining
quantitative, qualitative, and technical testing methods to analyse the vulnerability of SMS OTP
and the risk of Fake BTS attacks in the mobile banking system in Indonesia. The study's
population includes all mobile banking users, while the sample is selected through purposive
sampling to reach respondents who actively use SMS OTP in transactions. The instruments
used include a Likert-scale questionnaire to obtain quantitative data, a semi-structured
interview guide to deepen qualitative findings, and technical simulation tools such as Software-
Defined Radio (SDR) to conduct signal interception testing. Data collection is performed
through online surveys, online/offline interviews, and technical field tests to observe the
potential exploitation of cellular signals in a real environment.

The main variables analysed include SMS OTP vulnerability, Fake BTS risk, user trust, and
mobile banking adoption rate, each defined operationally according to measurement needs.
The analysis techniques used include descriptive and inferential statistics for quantitative data,
thematic analysis for qualitative data, and network forensic analysis for technical test data.
The entire research process adheres to ethical principles, including informed consent,
participant anonymity, personal data protection, and the restriction of using simulation devices
for academic purposes only, not illegal exploitation. With this methodological framework, the
research is expected to yield a comprehensive overview of SMS OTP vulnerability and its
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implications for mobile banking security in Indonesia.

RESULTS AND DISCUSSION

This results and discussion section presents the research findings obtained through the
mixed-methods approach, which includes quantitative, qualitative, and technical testing. All
findings are interpreted and analyzed based on fundamental cybersecurity theories,
technology acceptance models, and technical test results related to SMS OTP vulnerability
and the potential for Fake BTS attacks. The research results are presented in four sections:
respondent data description, quantitative analysis results, qualitative findings, and technical
test/simulation results. These four sections form a comprehensive conclusion regarding how
technical aspects, user behavior, and network vulnerabilities contribute to mobile banking
security risks in Indonesia.

Respondent Data Description

Based on the survey data collection among mobile banking users in Indonesia, a quite
diverse demographic picture was obtained, providing a good representation of mobile banking
usage behaviour. The respondents' ages ranged from 18 to over 45 years, with the largest
group falling into the 18—30 age range, accounting for 62%. This composition indicates that
Generation Z and Millennials are the dominant groups using mobile banking, consistent
with national trends reporting high digital banking adoption among the younger generation. In
terms of gender, the respondent composition is relatively balanced, with approximately 52%
male and 48% female. The majority of respondents' income falls into the middle category,
between 3-8 million rupiah per month, followed by low and high-income groups. The education
level shows that 71% of respondents have at least a bachelor's degree, indicating that
mobile banking users tend to come from the educated group.

Mobile bnking usage experience was also examined, with results showing that 78% of
respondents have used mobile banking for more than two years, while the rest are new
users. This finding is important because experience with the application tends to increase user
comfort but does not always increase vigilance against security risks. Several respondents
stated that they rarely read the security guidelines provided by the bank, which indicates a
potential behavioural vulnerability. This descriptive analysis confirms that the younger, highly
educated user group can still be considered a risk group if they do not possess adequate
digital security literacy. Furthermore, high-income respondents show a tendency to have
greater trust in the application's security mechanism, regardless of technical threats like SMS
interception.

Quantitative Analysis Results
Quantitative analysis was conducted to test the relationship between perceived security,
perceived risk, trust, and users' intention to use mobile banking. The model used refers to the
Technology Acceptance Model (TAM) modified with variables for security, perceived risk, and
trust.
a. Influence of Perceived Security on Usage Intention
The regression analysis results show that perceived security has a significant
influence on usage intention (p < 0.05). Respondents who feel that mobile banking is
secure tend to have higher usage levels. Nevertheless, the bank's reliance on SMS-
based OTP significantly lowered the perceived security score. Sixty-four percent (64%)
of respondents admitted worrying that SMS OTP could be stolen or intercepted.
Users with higher technological education expressed a greater level of concern, as they
better understand technical risks such as operator number spoofing, SIM swapping, and
MITM (man-in-the-middle) attacks.
b. Influence of Perceived Risk on Trust
The perceived risk variable was proven to have a negative influence on the level of
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user trust. Concerns about identity theft, OTP leakage, and transaction interception
reduced the trust level by up to 37%. The 18-25 age group is the most vulnerable
because they conduct online transactions more frequently but are less cautious about
security, such as offering their OTP to parties claiming to be bank officers.
c. Influence of Trust on Usage Intention
Trust showed a highly significant relationship with the intention to use mobile banking
(B=0.58). This means that even if respondents understand the security risks, they
continue to use mobile banking if they trust the bank's security policies. However, if an
OTP leakage incident occurs, trust can drop dramatically.
d. Influence of Moderator Variables
Age and education level were found to act as moderators:
e Younger age — strengthens the relationship between perceived ease of use and usage
intention.
o Higher education — strengthens the relationship between perceived security and
perceived risk.

Thus, the highly educated group has higher security awareness and is more critical
of SMS OTP risks.

Qualitative Findings
Semi-structured interviews were conducted with several active mobile banking users

and banking employees. The goal was to understand users' in-depth perception of SMS

OTP security and the threat of Fake BTS attacks.

a. User Perception of SMS OTP
Almost all interview participants were aware that SMS OTP is one of the most common
authentication methods. However, the majority did not know that SMS is unencrypted
(plaintext) and can therefore be intercepted. Participants considered SMS OTP safe if
they did not share it with anyone else. This indicates a knowledge gap because
technical risks like network interception are not widely understood. Some participants
who had heard of SIM swapping reported feeling anxious because such cases often
occur through social engineering. This indicates that the combination of technical and
psychological vulnerabilities increases security risk.

b. Perception of Fake BTS Attacks
Interview participants from the bank's technical side mentioned that Fake BTS is a threat
that is "real but rarely discussed publicly." In fact, some practitioners stated that Fake
BTS devices are now easily obtained and used, making the risk of SMS interception
even higher. However, most of the public is completely unaware of this threat. This
information gap is the reason for the low user vigilance regarding network interception
that occurs without direct interaction with the victim.

c. Impact of Security on Transaction Decisions

Respondents revealed that if an incident occurs, such as OTP leakage or lost

balance, they would reduce their mobile banking use or switch to another bank. Some
respondents even mentioned that they are starting to avoid large transactions via mobile
banking as a form of personal mitigation.

d. User Need for New Security Systems
The majority of participants stated that they trust push notification-based OTP,
biometrics, or dedicated token devices more because they are considered more modern
and harder to forge.

Technical Test / Simulation Results
This section is the core of the research: technical testing using Software-Defined
Radio (SDR) devices to simulate a Fake BTS attack and test SMS OTP vulnerability.
Technical tests were conducted while adhering to legal and ethical research boundaries.
a. Fake BTS Simulation Stages
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1. Force a user's phone to connect to the fake BTS by exploiting a stronger signal.
2. Intercept incoming SMS sent by the operator.
3. Read the OTP in plaintext without needing to manipulate the user's device.
This result proves that SMS OTP is technically insecure because there is no end-to-end
encryption.
b. Vulnerability Analysis
The vulnerabilities found include:
1. SMS OTP is sent via 2G signal without encryption
2. IMSI Catcher can Capture user identify and SMS traffic.
3. OTP can be intercepted even without changing the user's original number.
4. Legacy cellular systems are still supported by operators, leaving the loophole
open.
c. Potential Impact on Mobile Banking
Based on the simulation, if an OTP can be stolen via Fake BTS, an attacker can:
Take over victim’s Mobile banking account.
Execute transaction without user consent.
Perform application password reset.
Perform account takeover in minutes.
Similar cases have been reported globally, although they are often not published in
detail due to banking industry reputation reasons.
d. Evaluation of Bank Authentication Systems
From a technical perspective, SMS OTP is an authentication method that is unable to
withstand:
MITM Attack
IMSI Catcher
SIM Swap
SMS Forwarding Malware
SS7 Exploitation
Thus, the technical test results emphasize the urgent need for banks to transition to
stronger authentication methods such as:
e Push-based authentication
Biometric binding
Public-key cryptography
QR encrypted authorization
Transaction signing via application

N =

CONCLUSION AND RECOMMENDATION

This research provides comprehensive evidence that mobile banking security in
Indonesia continues to face systemic and multifaceted vulnerabilities largely rooted in the
persistent dependence on SMS-based One-Time Passwords (OTP). Despite their widespread
adoption, SMS OTP mechanisms are intrinsically susceptible to interception through a
spectrum of telecommunication-layer attacks, including Fake Base Transceiver Station (BTS)
deployment, SIM swapping, and exploitation of SS7 protocol weaknesses. The controlled
technical experiments conducted in this study empirically validate that SMS OTP interception
can occur without the victim’s interaction, illustrating that the current security architecture is
misaligned with the threat landscape posed by increasingly sophisticated adversarial
capabilities. The empirical results also emphasize the significant role of user psychology in
shaping mobile banking usage behavior. Quantitative modeling demonstrates that perceived
security, perceived risk, and trust exert substantial influence on users’ intention to engage with
mobile banking services. However, qualitative findings present a contrasting narrative,
revealing a critical deficit in users’ comprehension of cellular-network-level threats, particularly
those occurring beyond the device layer. This divergence between perceived and actual risk
underscores the existence of an information asymmetry wherein users unknowingly engage
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with systems whose authentication mechanisms are technically fragile and insufficiently
transparent.

Building on these insights, this study recommends that financial institutions in Indonesia
accelerate the migration from SMS OTP toward modern, cryptographically grounded
authentication frameworks. Priority should be given to solutions such as push-based
authentication, biometric binding with device-level attestation, secure cryptographic
application tokens, and transaction-level signing that ensures integrity, non-repudiation, and
resistance to interception attacks. Such mechanisms not only align with global cybersecurity
standards but also embody a =zero-trust approach capable of mitigating advanced
telecommunication-layer and social-engineering threats. At the regulatory and governance
level, banking authorities must strengthen supervisory frameworks by mandating periodic
security audits, implementing minimum cryptographic requirements, and establishing
compliance benchmarks for digital banking authentication. Concurrently, banks should invest
in sustained digital security literacy initiatives aimed at reducing user-level vulnerabilities,
particularly those involving SIM swap exposure and engineered social manipulation. Future
research should broaden its analytical scope to incorporate risk dynamics within emerging 5G
infrastructures, evaluate the operational effectiveness of next-generation authentication
technologies, and explore how human-technology interaction contributes to systemic
resilience in digital financial ecosystems.
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