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Abstract

Conventional home security systems relying on mechanical keys are increasingly inadequate and
highly vulnerable to unauthorized access. To address these limitations, this study presents the design and
implementation of an automated smart door security system that integrates image and voice processing to
optimize both security and user convenience. The proposed architecture employs a dual-authentication
mechanism: facial recognition via an ESP32-CAM module serves as the primary tier, while voice
recognition, facilitated by an Arduino Bluetooth interface and an HC-05 module, functions as the secondary
tier. The prototype was empirically evaluated for its accuracy and responsiveness under various
environmental conditions. Experimental results indicate that the real-time facial recognition module
operates with high precision under standard indoor lighting. While voice authentication exhibited peak
accuracy in low-noise environments, its reliability degraded significantly amidst elevated ambient noise.
Overall, the integrated electromechanical system demonstrated robust performance in executing automated
access protocols. These findings offer a scalable and efficient solution for modern smart home
infrastructure, establishing a foundational framework for future advancements in multimodal biometric
security systems.
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1. Introduction

Home door security systems are still predominantly reliant on conventional locking mechanisms,
which offer low security levels and are less practical for users [1]. The use of physical keys requires
homeowners to carry multiple keys and poses the risk of forgetting or losing them, which can potentially
reduce overall security [2]. Moreover, the advancement of door break-in techniques has made it
increasingly easier for burglars to unlock conventional doors [3]. These conditions emphasize that home
security is a fundamental and essential need [4].

Along with technological advancements, various smart and automatic locking systems have been
developed to enhance security and user convenience [5]. Modern security systems are generally designed
to adapt and automatically update security mechanisms without requiring manual intervention from users
[6]. One widely adopted technology is facial recognition based systems utilizing image processing and
computer vision, enabling computers to recognize visual objects like human vision [7]. In addition, voice-
based security systems have also been developed to improve flexibility and ease of access [8].

The state of the art indicates that most prior studies have focused on a single authentication method,
such as facial or voice recognition, implemented in isolation [9], [10], [11], [12]. Systems that integrate
both authentication methods remain limited, particularly in low-cost, microcontroller-based
implementations with wireless communication suitable for residential environments [13]. Furthermore,
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only a few studies have combined image and voice processing within an automatic door security system
based on the ESP32-CAM and Bluetooth communication, which is considered one of the best solutions
[14].

Based on these conditions, a research gap exists for a door security system that integrates facial and
voice recognition into a single, simple, efficient, and easily implementable system. The integration of dual
authentication methods is expected to enhance security levels compared to single-authentication systems
while maintaining user convenience.

Therefore, the objective of this study is to design and implement an automatic door security system
based on image processing for facial recognition and voice processing for voice command recognition using
the ESP32-CAM module and the HC-05 Bluetooth module. This system is expected to enhance security,
reduce the risk of unauthorized access, and provide a smarter, more efficient door-locking solution that
aligns with societal needs in the digital era [15].

2. Research Methodology

The methodological block diagram used in the design and implementation process of the automatic
door security system based on image and voice processing is shown below. This block diagram illustrates
the systematic steps of the research process.
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and Design
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Results and Dizcussion

Figure 1. Research Flow Diagram

The research method used in this study consists of several stages, namely: (1) Literature Study:
Reviewing previous studies and relevant references related to automatic door security systems, image
processing, and voice recognition. (2) System Design: Designing the hardware and software architecture of
the system, including the ESP32-CAM, HC-05 Bluetooth module, relay module, and solenoid door lock.
(3) Implementation: Realizing the system design in the form of a prototype and performing programming
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using the Arduino IDE. (4) Testing: Evaluating system performance based on facial recognition accuracy,
voice recognition accuracy, and system response time. (5) Result Analysis: Analyzing the test data to
evaluate the reliability and effectiveness of the system.

To implement this system, the design and development of the automatic door security system based
on image and voice processing requires several components during the construction process.

A system block diagram illustrating the interaction among several components in a project or system
is presented below. The following is an explanation of each element in the diagram.

ESP31-CAM
Aplikasi Arduino Bluetooth Control
Maodul Bluetooth HC-03

Modul Relay
"l Solenoid Door Lock

Arduino IDE

¥

Figure 2. Automatic Door Security System Block Diagram

The block diagram of the automatic door security system based on image and voice processing is
shown in Figure 2. This system consists of several main components, namely the ESP32-CAM as the device
for detecting and identifying user faces, the HC-05 Bluetooth module for receiving commands from the
Arduino Bluetooth Control application, as well as image processing and voice processing units that function
to analyze registered faces and recognize user voice commands [16], [17]. The results of these processes
are then used to control the door system so that it can automatically open and close.

The circuit of the automatic door security system based on image and voice processing is shown in
Figure 3.

Figure 3. Automatic Door Security System Circuit

Description of Figure 3 (1) ESP32-CAM, (2) HC-05 Bluetooth Module, (3) Relay Module, (4)
Solenoid Door Lock, and (5) DC Power Jack (Female).

The figure illustrates a flowchart of the system’s operational process, starting from system
initialization to data processing and decision making. The process includes image acquisition by the ESP32-
CAM camera and reception of voice commands through the HC-05 Bluetooth module connected to the
Arduino Bluetooth Control application [18]. This flowchart is designed to facilitate understanding of the
overall system workflow, particularly during device initialization, voice command recognition, facial image
processing, and door locking control.

The system working diagram of the automatic door security device, based on image and voice
processing as follows: (1) The process begins when the system is activated. (2) The system starts detecting
objects using the camera. (3) The system analyzes the captured image to recognize faces. (4) The server
database stores registered user faces. If a detected face matches the data in the database, the process
continues; otherwise, the system returns to the initial state. (5) The Arduino Bluetooth Control application
identifies the spoken word. (6) If the word is recognized in the server database, the process continues;
otherwise, the system issues a warning and returns to image identification. (7) The system combines the
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results of image and voice analysis to determine whether the door should be opened or remain closed. (8)
The process ends.

The design of the automatic door security system based on image and voice processing is shown in
Figure 4.
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Figure 4. Device Design

The design of the automatic door security system based on image and voice processing applied to a
room door. In general, the door has a width of 90 cm and a height of 210 cm, representing standard door
dimensions. On the right side of the door, there is a control box measuring approximately 12 cm x 15 cm,
which functions as a housing for the main system components.

3. Result and Discussion

This chapter discusses the stages of system design, operating principles, testing, and data acquisition
of the automatic door security system based on image and voice processing. The system workflow is
explained step by step, starting from the detection process to decision making, to improve the overall
security level of the system.

a. System Operating Principle

The automatic door security system based on image and voice processing operates by integrating
facial identification and voice command authentication as a dual security mechanism. The process begins
with capturing the user’s facial image using the camera on the ESP32-CAM module, which is then
processed using a facial recognition algorithm to match the captured data with the stored database. In
addition, the system receives user voice commands through the Arduino Bluetooth Control application,
which are transmitted to the Arduino UNO microcontroller via the HC-05 Bluetooth module.

Voice data serves as an additional authentication parameter. The results of facial and voice
recognition are then verified by the system to determine user access rights. If both parameters are
successfully verified, the system activates the relay module to control the solenoid door lock, allowing the
door to open automatically. Conversely, if the verification process fails, access is denied, and the door
remains locked as a security measure.
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Hardware assembly in this research represents the stage of constructing each part of the device,
including the enclosure that houses the system components such as the ESP32-CAM, HC-05 Bluetooth
module, relay module, and solenoid door lock.
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Figure 5. Hardware Assembly

Figure 5 shows the process or result of the hardware assembly of the developed system, namely the
automatic door security system based on image and voice processing. In this research, hardware assembly
is a crucial stage to integrate all physical components used in the system.

Software development involves designing the program used to process system commands. The
software was developed using the Arduino IDE as the main programming platform, where the designed
program is uploaded to the ESP32-CAM board, while voice commands are transmitted via the Arduino
Bluetooth Control Android application through the HC-05 Bluetooth module.
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Figure 6. Software Development

Figure 6 shows the interface of software development using the Arduino IDE. This program is part
of the system development process for the automatic door security system based on image and voice
processing. The display shows the program code written for the ESP32-CAM module, which functions as
the facial recognition sensor.

After completing the hardware assembly and software development, system integration is required
to ensure that both hardware and software operate as intended. In this research, system integration involves
uploading the program developed in the Arduino IDE to the ESP32-CAM board and connecting the
Arduino Bluetooth Control application via the HC-05 Bluetooth module. If this process runs smoothly, it
indicates that both hardware and software function properly. Hardware testing aims to verify whether the
device operates according to the programmed instructions and whether each command is correctly executed
by the respective components.
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Testing of the ESP32-CAM module was conducted to ensure that the camera functions properly in
capturing images and transmitting them to the processing system or user. This module serves as the primary
image sensor that detects the presence of a user in front of the door and is integrated with the microcontroller
system, as shown in Figures 7 and 8.

l'., ) “ FS l( ’ ” 4 ' > - ‘ l‘ ‘ ‘ ‘ \
E;" 5 ” -' » " - ' ¥ ’ 0 “ \ \ \ \
) (Y] U_JLLJL_JLJL_JL_)L_—:L,\_,\__,\_J
e TENT e DI I L\
== - S | 0 P T, e s

-

™
o 3

Figure 7. ESP32-CAM with Web Server

Figure 7 shows the testing process of the ESP32-CAM module connected to a laptop and operated
through a web server. The ESP32-CAM functions as a microcontroller equipped with a camera, enabling it
to capture images and transmit them via a WiFi network.

The figure shows the ESP32-CAM module connected to a laptop using a USB cable for programming
and power supply.
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Figure 8. ESP32-CAM Web Server Interface

Figure 8 shows the display on the laptop screen presenting the ESP32-CAM web server interface
accessed through a browser. This interface provides various camera configuration parameters, such as
image resolution, brightness, contrast, and image quality. In addition, the web server displays real-time
camera output (live streaming), allowing users to monitor captured images directly.

Testing of the Arduino Bluetooth Control application was performed to ensure that the system can
recognize and process voice commands accurately according to predefined keywords. This module
functions as a secondary security sensor that allows the door to unlock only when the spoken command
matches the recorded data, as shown in Figure 9.
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Figure 9. Arduino Bluetooth Control Application Testing

Figure 9 shows that the Arduino Bluetooth Control application has been tested and can receive
commands from a smartphone via a Bluetooth connection. This test confirms that communication between
the Android application, Bluetooth module, and ESP32-CAM microcontroller operates properly, indicating
that the system is ready for use in electronic device control or automation applications.

Testing of the solenoid door lock was conducted to ensure that the door locking actuator operates
optimally according to control signals from the ESP32-CAM and HC-05 Bluetooth module via the relay
module. The solenoid door lock functions as the final output component that locks or unlocks the door
based on commands from the image and voice processing system, as shown in Figure 10.

Figure 10. Relay Module and Solenoid Door Lock Testing
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Figure 10 shows that the relay module and solenoid door lock were successfully tested and function
according to commands from the microcontroller. This test demonstrates that the electronic-based door
locking system operates properly and is ready to be integrated into the overall security system.

b. Data Acquisition

Data acquisition was conducted to obtain performance information from each component of the
automatic door security system based on image and voice processing. The collected data includes sensor
responses (ESP32-CAM and Arduino Bluetooth Control application via the HC-05 Bluetooth module),
system response time, and actuator performance (solenoid door lock). These data are used to evaluate
whether the system operates effectively, quickly, and accurately under real-world conditions.

The purpose of data acquisition in this chapter is to measure the performance and accuracy of the
ESP32-CAM in facial image processing for the automatic door security system. Testing was conducted
under various lighting conditions, distances, and system response times during the identification and
authentication process.

During this testing, illumination levels were measured in lux, ranging from dark conditions (0 lux)
to bright conditions (110 lux).

Table 1. Lighting Effects

Light Face L
Conditions Detection Authentication Notes

(Lux)
110 Detected Successful Optimal
105 Detected Successful Optimal
93 Detected Successful Optimal
88 Detected Successful Optimal
80 Detected Successful Optimal
77 Detected Successful Optimal
65 Detected Successful Optimal
42 Undetectable Fail Not Optimal
10 Undetectable Fail Not Optimal

0 Undetectable Fail Not Optimal

Table 1 explains the effect of lighting levels on the system’s success in detecting objects using the
ESP32-CAM camera sensor. Under low lighting conditions (<42 lux), the system has trouble capturing
clear images, resulting in low detection success. In contrast, under moderate to bright lighting conditions
(65-110 lux), the system can detect objects with high accuracy. This indicates that system performance is
highly influenced by environmental lighting conditions.

Data acquisition was also conducted to determine the success rate, accuracy, and response speed of
the Arduino Bluetooth Control application used in the automatic door security system based on image and
voice processing. Testing was performed at various voice distances using the application.

To evaluate the effect of environmental noise on voice recognition accuracy, tests were conducted
under various noise conditions, ranging from quiet environments to highly noisy environments. The results
of these tests are presented in Table 2.

Table 2. The Effect of Background Noise

Decibel Sound
(dB) D . Authentication Notes
S etection
Condition
44.31 Detected Successful Optimal
53.78 Detected Successful Optimal
59.79 Undetectable Fail Not Optimal
76.18 Undetectable Fail Not Optimal
79.68 Undetectable Fail Not Optimal
81.81 Undetectable Fail Not Optimal
86.47 Undetectable Fail Not Optimal
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Table 2 explains the effect of environmental noise levels on the success of command recognition by
the Arduino Bluetooth Control application. Based on the data, it can be observed that at low noise levels
(44.31 dB), recognition accuracy is very high. However, as ambient noise intensity increases (59.79 dB),
system accuracy decreases significantly. This demonstrates that the application is more effective in quiet
environments or environments with good noise control.

Testing of the solenoid door lock was conducted by repeatedly activating and deactivating the
solenoid seven times. The average response time, voltage stability, and mechanical consistency
(smoothness of solenoid movement) were measured. The results of this testing are presented in Table 3.

Table 3. Stability Test and Response Time
Response Time

Test to- Status
(sec)
1 1.3 Successful
2 1.4 Successful
3 1.3 Successful
4 1.2 Successful
5 1.3 Successful
6 1.1 Successful
7 1.2 Successful

Based on Table 3, it can be observed that the response time does not change significantly despite
repeated testing. This indicates that the solenoid door lock has good mechanical and electrical stability and
is capable of maintaining consistent performance. Based on these results, it can be concluded that the
solenoid door lock is suitable for systems requiring fast response times and stable long-term operation.

4. Conclusion

Based on the information and data obtained during the undergraduate thesis research on an automatic
door security system based on image and voice processing, the following conclusions can be drawn (1) The
system is capable of detecting user faces in real time using the internal camera of the ESP32-CAM. Test
results indicate that under moderate lighting conditions (above 65 lux), the facial detection success rate
reaches an optimal level. (2) Valid voice commands activate the second authentication mechanism, in which
signals from the Arduino Bluetooth Control application are transmitted through the HC-05 Bluetooth
module and processed via the Arduino IDE to activate the actuator. (3) Testing results show that the highest
voice recognition accuracy is achieved in a quiet environment (44.31 dB), while the accuracy decreases
significantly as environmental noise intensity increases (59.79 dB).

Building upon the findings of the present study, several avenues for future research are proposed to
further optimize the system's performance, security, and reliability. First, to fortify the communication link
between the smartphone and the microcontroller via the HC-05 Bluetooth module, subsequent iterations
should implement advanced cryptographic protocols to mitigate vulnerabilities associated with signal
interception and unauthorized access. Additionally, upgrading the hardware infrastructure with high-
resolution optical cameras and high-fidelity microphones is recommended to ensure consistent detection
accuracy under adverse environmental conditions, including extended spatial ranges, low-light scenarios,
and reduced vocal intensity. Finally, future architectures should incorporate real-time diagnostic feedback
mechanisms that notify users of specific authentication failures, enabling them to efficiently identify and
rectify the underlying causes of improper system responses.
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