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revised :03-01-2025 Technology (OT) infrastructures exposes organizations to new
Accepted :05-05-2025 risks, particularly when facing critical vulnerabilities. This research

Published :30-06-2025 evaluates the security posture of IT/OT environments against

CVE-2025-32433, a severe vulnerability in Erlang/OTP’s SSH
daemon that allows unauthenticated remote code execution. The
assessment was conducted in a real environment using the
Keysight Threat Simulator, where simulated threats were injected
from the darkcloud, passed through a Palo Alto Networks firewall,
and targeted a host system (Windows Server 2016) with Keysight
Agent  version 25.7.3-1751647889 and ATl  version
25.5.4181.502994. This campaign involving seven malware
scenarios using remote hosts and DNS callbacks. The results
showed 43 prevention outcomes, 0 detection events, and 9
security recommendations. While the firewall prevented part of the
attacks, the detection capability at the host level failed entirely,
indicating potential blind spots in monitoring and response.The
study concludes that proactive threat simulation is essential for
identifying prevention gaps and detection weaknesses in
converged IT/OT networks. @ Recommendations include
strengthening  host-based  detection,  improving  IT/OT
segmentation, and enhancing monitoring of DNS traffic to mitigate
exploitation risks.
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INTRODUCTION

The convergence of Information Technology
(IT) and Operational Technology (OT) has
introduced significant advantages in terms of
efficiency (Bhole et al., 2025), connectivity
(Cho & Kim, 2025), and real-time monitoring
within modern enterprises (Caviglia, 2025).
However, this integration also creates new
attack surfaces that are frequently exploited
by threat actors (Lee & Choi, 2025),
particularly through critical vulnerabilities in
widely deployed protocols such as Secure
Shell (SSH) (Azzahri et al.,, 2024; Mining
Threat Intelligence from Billion-Scale SSH
Brute-Force Attacks, 2025). One such
vulnerability, CVE-2025-32433, discovered
in Erlang/OTP’s SSH daemon, allows
unauthenticated remote code execution and
has already been observed in active
exploitation campaigns (Mining Threat
Intelligence from Billion-Scale SSH Brute-
Force Attacks, 2025).
Industries with  high levels of
transformation  (Garg, 2025), including
healthcare (Oyeniyi & Oyeniran, 2025),
education (Cyber Security Breaches in
Corporate  Networks, 2025), and high
technology (Metibemu et al., 2025), are
particularly  exposed due to weak
segmentation between IT and OT systems
(Kolli et al., 2024; Caviglia, 2025). This
highlights an urgent need to assess and

digital

strengthen  cybersecurity = measures in
converged environments (Framework for
Assessing Information System Security

Posture Risks, 2025; Dalal, 2025).

Previous studies on OT cybersecurity have
primarily focused on theoretical risk
assessments (Cho & Kim, 2025), patch
analysis (Redavid, 2024; Bdélin & Van Daele,

2024), or evaluations of intrusion detection
systems (Yulianto et al., 2025). While these
approaches contribute valuable insights (Nair,
2025), they often lack practical validation of
how real-world attacks unfold in operational
settings (Bhole et al., 2025).

In contrast, breach and attack simulation
(BAS) platforms offer the capability to
replicate real attack vectors and evaluate both
prevention and detection mechanisms under
realistic conditions (Yulianto et al., 2025). This
type of proactive validation provides
organizations with measurable data on their
resilience against emerging threats (Ofili et al.,
2025), beyond traditional vulnerability scans
or penetration tests (Securing Against
Advanced Cyber Threats, 2025).

Several studies have investigated the security
challenges of IT/OT environments and the
exploitation of SSH-based vulnerabilities.
Research by Kolli et al. (2024) emphasized
that weak segmentation between IT and OT
systems remains a primary factor enabling
adversaries to gain footholds in industrial
networks. Other works, such as Bdlin and Van
Daele (2024), highlighted that remote code
execution vulnerabilities in industrial control
systems are often underreported, yet they
pose significant risks due to the critical
functions these systems support. With regard
to SSH security, prior studies have mainly
concentrated on analyzing protocol
weaknesses and recommending patch
management strategies (Azzahri et al., 2024)
rather than demonstrating live exploitation in
operational contexts. Furthermore,
investigations into defense technologies such
as intrusion detection and prevention systems
have shown Ilimited detection capabilities
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when attackers employ advanced persistence
techniques (Yulianto et al., 2025).
In recent years, breach and attack simulation
(BAS) tools have emerged as an approach to
continuously validate security posture.
Several authors have argued that BAS can
complement penetration testing by providing
automated and repeatable adversarial
scenarios (Yulianto et al.,, 2025). However,
most reported works applying BAS have been
conducted in controlled laboratory settings
(Nair, 2025), focusing largely on IT
infrastructures while leaving OT environments
underexplored (Bhole et al., 2025). This gap
illustrates the need for empirical validation in
realistic  IT/OT  scenarios, especially
concerning newly disclosed vulnerabilities
such as CVE-2025-32433.
Unlike earlier research, the present study
contributes novelty by applying Keysight
Threat Simulator to emulate real-world
attack campaigns in a converged IT/OT
environment, thus offering more practical
insights into both prevention and detection
mechanisms. By simulating live malware
campaigns and analyzing both prevention
and detection outcomes, this study
introduces a novel perspective compared to
prior works that largely remain at conceptual
or laboratory scale. The findings highlight
current weaknesses in IT/OT segmentation
and host-based detection while providing
concrete recommendations for enhancing
defense strategies. This novelty bridges the
gap between theoretical vulnerability
analysis and real-world threat validation,
offering actionable insights for organizations
facing the challenges of converged IT/OT
security.

RESEARCH METHODS

The research methodology followed a

structured process as illustrated in the
flowchart at Figure 1. The study began with
an extensive review of the literature to
identify the relevance of CVE-2025-32433
and its implications for IT/OT security. This
step ensured a solid theoretical foundation
and provided insights into existing
approaches to vulnerability exploitation and
defense strategies. Afterward, the topology
was designed and the required hardware
was installed, consisting of a physical server
running Windows Server 2016 that served
as the target host. On this host, the Keysight
Agent version 25.7.3-1751647889 and ATI
version 25.5.4181.502994 were deployed to
enable communication with the Threat
Simulator platform.

Study
Literature

Desain Topology &
Hardware Installation

Install Keysight Agent on
Server

Running Scenario
Threat Campaign

Yes

Generate Report

Firewall Block

Figure 1. Research Methods

Following the setup, the predefined threat
campaign ASSESSMENT: Keys to the
Kingdom — Erlang/OTP SSH Vulnerability
Analysis and Exploits Observed in the Wild
was executed. This campaign included
seven specific attack scenarios designed to
exploit SSH vulnerabilities and simulate real-
world adversarial behavior. The scenarios
involved connections to malicious [P
addresses and domains, namely
194.165.16.71,146.103.40.203,146.103.40.
203:6667, as well as multiple DNS-based
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callbacks such as
d09idt23pgl3db0en3dgeam6i45tpc6bg.dns.
outbound.watchtowr.com,
dns.outbound.watchtowr.com,
d0a3qgn23pglekp6eckgtge8xxfd14a8ouk.dns.
outbound.watchtowr.com, and
d0am3pi3pgl6h3t9mkp0qt3zn9plizwso.dns.
outbound.watchtowr.com. These attack
vectors represent common tactics used by
threat actors to establish remote access,
maintain persistence, and evade detection.
The scenarios were executed automatically
using the Keysight Threat Simulator, which
provided the advantage of replicating real-
world malware campaigns in a controlled
and repeatable environment. Once the
attacks were launched, their traffic passed
through a Palo Alto Networks firewall
configured with “any” measurement. The
firewall's response was observed to
determine whether the attack traffic was
blocked or allowed. Based on the outcome,
two conditions were considered: if the
firewall blocked the traffic, the simulation
proceeded to verification and continued with
further scenarios; if not, the system
proceeded to generate a comprehensive
report.

At the conclusion of the process, the Threat
Simulator automatically generated a detailed
report consisting of three primary output

metrics: Prevention Result, Detection
Result, and Recommendations. The
Prevention Result measured the

effectiveness of the firewall and endpoint
defenses in blocking malicious traffic before
it reached the target host. The Detection
Result evaluated whether the malicious
activity was identified or flagged by existing
monitoring tools during execution. Finally,
the Recommendations section provided
actionable guidance for addressing
weaknesses, including configuration
adjustments, improved segmentation, and
enhanced monitoring of DNS traffic. This
output format ensured that the research not
only assessed the current level of security

but also highlighted practical steps for
strengthening the IT/OT security posture
against emerging SSH-based exploits.

RESULT AND DISCUSSION

Before executing the simulation scenario,
the network topology was first designed to
ensure controlled attack traffic flow. As
illustrated in Figure 2, the Keysight Threat
Simulator Dark Cloud acts as the attack
source, generating malicious traffic intended
to mimic real-world threat campaigns. This
traffic is directed through the Palo Alto
Networks security tools, which function as
the primary defense layer to prevent and
detect malicious activities. Any traffic that
passes through the firewall will then be
forwarded to the designated server, where a
Threat Simulator agent has been installed,
as shown in Figure 2. This setup enables the
evaluation of both prevention and detection
capabilities of the security tools under
realistic adversarial conditions.

DARK CLOUD

AGENT OR AGENT GROUP

Figure 2. Threat Simulation Topology using Keysight
Threat Simulator and Palo Alto Networks

The results in Table 1 of the threat simulation
revealed that out of seven attack scenarios
executed, only three were successfully
prevented by the firewall, while four
scenarios were allowed to bypass existing
security controls. Specifically, the attacks
involving direct connections to malicious IP
addresses such as 194.165.16.71 and
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146.103.40.203:6667 were effectively outbound.watchtowr.com and other variants,

blocked, demonstrating adequate were not blocked, resulting in failed
prevention against known |IP-based threats. prevention.

However, the scenarios involving DNS-

based callbacks, including

d09idt23pgl3db0en3dgeam6i45tpcbbg.dns.

Table 1. Simulation Results of Malware Campaign Execution

Audit Name Expected Result Result Prevention Primary Tecnique Started On

Malware
Campaign - Visit
Remote Host:
194.165.16.71

Blocked, None Passed Blocked N.A 8/17/24. 4:17 PM

Malware
Campaign - Visit
Remote Host:
d09idt23pgl3db0e Blocked, None Failed Allowed T1071.001 8/17/24, 4:17 PM
n3dgeam6i45tpc6
bg.dns.outbound.
watchtowr.com

Malware
Campaign - Visit
Remote Host: Blocked, None Failed Allowed T1071.001 8/17/24, 4:17 PM
dns.outbound.wat
chtowr.com

Malware
Campaign - Visit
Remote Host:
146.103.40.203

Blocked, None Passed Blocked T1071.001 8/17/24, 4:18 PM

Malware
Campaign - Visit
Remote Host:
d0a3qn23pglekp6 Blocked, None Failed Allowed T1071.001 8/17/24. 4:18 PM
ckgtge8xxfd14a8o
uk.dns.outbound.
watchtowr.com

Malware
Campaign - Visit
Remote Host:
d0am3pi3pgl6h3t9 Blocked, None Failed Allowed T1071.001 8/17/24, 4:19 PM
mkp0qt3zn9p1izw
so.dns.outbound.
watchtowr.com

Malware
Campaign - Visit
Remote Host: Blocked, None Passed Blocked T1095 8/17/24, 4:19 PM
146.103.40.203:6
667
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Based on the simulation results at Figure 3,
The test generated a total of 43 prevention
attempts, of which several were successfully
blocked (green/“Passed”), while a notable
portion failed (red/“Failed”), meaning the
system allowed malicious traffic to bypass
controls. This indicates that while preventive
mechanisms are in place, they are not fully
reliable in mitigating all simulated threats. On
the detection side, the result is more
concerning: 0 successful detections were
recorded, with all attempts marked as failed.
This suggests that the environment lacks
sufficient monitoring or alerting capability to
identify attacks once they penetrate the
initial prevention layer.

Table 2. Table of Security Recommendations

PREVENTION RESULT DETECTION RESULT

Figure 3. Threat Simulation Analysis Results —
Prevention vs Detection

The assessment reveals several critical
gaps, showing that prevention is still
inconsistent as many attacks managed to
bypass existing controls, while detection
capabilities are completely absent, leaving
the system unable to recognize post-breach
activities. Without adequate detection and
response, the organization is at high risk of
undetected compromise, highlighting the
urgent need to strengthen threat visibility
and implement more integrated defense
strategies. The 9 recommendations provided
in the summary represent actionable insights
to strengthen security posture as shown at
Table 2.

No Recommendation Description

1 Improve Prevention Signatures/Policies Refmg security policies and rules to reduce failed
blocking attempts.

2 Enhance Detection Coverage Deplloy o_r.optlmlze detection tools to ensure threats
are identified post-breach.

3 Update Threat Intelligence Feeds R egglarly synchronize with upqateq threat
intelligence for accurate classification.

4 Fine-Tune System Configurations Adjugt security configurations to follow industry best
practices.

5 Implement Layered Defense Strategies

Combine network, endpoint, and application
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6 Review Endpoint Controls

7 Improve Log Analysis and SIEM Integration
8 Conduct Continuous Testing & Validation

9 Apply Patches and Security Updates

controls for stronger resilience.

Strengthen endpoint protection to complement
network-level defenses.

Enhance visibility by correlating logs and alerts with
SIEM platforms.

Perform regular red-teaming, penetration testing,
and breach simulations.

Close vulnerabilities by applying timely system and
application updates.

Most recommendations focus on enhancing
intrusion prevention and traffic inspection,
which directly respond to the high number of
failed prevention attempts observed during
testing. Several points emphasize the need
for improved detection and monitoring,
aiming to close the visibility gap that left all
detection attempts unsuccessful.
Additionally, recommendations related to
policy enforcement and configuration
hardening suggest that current controls are
not fully optimized, allowing threats to
bypass existing defenses. Overall, the
recommendations  highlight that the
environment requires not just stronger
preventive measures, but also robust
detection and response capabilities to
achieve a balanced and resilient security
posture.

CONCLUSION

Based on the analysis and
recommendations, it can be concluded that
the current security posture is not sufficient
to withstand sophisticated threats such as
Erlang/OTP SSH  exploits.  Although
preventive controls were able to block a
number of attacks, many still bypassed the

defenses, and the complete absence of
detection highlights a serious visibility gap.
The 9 recommendations generated, ranging
from strengthening intrusion prevention,
enhancing monitoring capabilities, to
improving policy enforcement, emphasize
the need for a more integrated and layered
security approach. Therefore, implementing
these recommendations is crucial to
improving both prevention accuracy and
detection capability, ultimately ensuring
stronger resilience against future threat
campaigns.
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